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INDEX OF FINDINGS RATING 

 Significant Moderate Minor 

Findings identified in current year    

1. Remote Access Management    

    

Matters outstanding from prior year    

2. Policies and Procedures  ✓  

3. Stocktake of Non-current Assets  ✓  

4. Follow up of Aged Debtors  ✓  

5.   Asset disposal  ✓  

6.   Lease Agreements  ✓  

 
KEY TO RATINGS 
The ratings in this management letter are based on the audit team’s assessment of risks and 
concerns with respect to the probability and/or consequence of adverse outcomes if action is 
not taken. We give consideration to these potential adverse outcomes in the context of both 
quantitative impact (for example financial loss) and qualitative impact (for example inefficiency, 
non-compliance, poor service to the public or loss of public confidence). 
 

Significant - Those findings where there is potentially a significant risk to the entity 
should the finding not be addressed by the entity promptly 

Moderate - Those findings which are of sufficient concern to warrant action being 
taken by the entity as soon as practicable. 

Minor - Those findings that are not of primary concern but still warrant action being 
taken. 
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1. Remote Access Management 
 
 
Finding 
We reviewed the process to manage remote access to the Shire’s systems and information, 
especially during the COVID-19 pandemic and identified the following issues: 

• the Shire has not developed policies or guidelines to manage remote access 

• all staff who were working remotely from home, performed their tasks on Shire provided 
devices using personal wifi to access the Shire’s finance and payroll systems 

• multifactor authentication (MFA) is not required for remote access 

• there is no process to regularly review remote access logs to identify possible anomalies 
 
Rating: Moderate 
 
Implication 
Personal wifi is less likely to use firewalls and more likely to rely on consumer-grade internet 
modems and routers which may have weaker security and insufficient product support. This 
exposes the entire network to cyber-attacks, could result in data loss and compromises data 
integrity and confidentiality. 
  
Recommendation 
The Shire should: 

• document and implement an appropriate remote access management process and 
clearly communicate the process to relevant stakeholders 

• review the implementation of VPN and two-factor authentication to improve the security 
of remote systems;   

• ensure devices are installed with a firewall and antivirus protection to reduce risk of 
attacks; and 

• based on an assessment of risk, develop and implement a security event logging and 
monitoring framework which includes regular review of remote access logs 

 
Management Comment: 
The Shire will discuss this finding with its IT service provider (Market Creations) to develop a 
process considered appropriate for the Shire to manage remote access.     
 
Responsible Person:  
Deputy Chief Executive Officer 
 
Completion Date:    
May 2021 
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Matters outstanding from prior year 
 
2. Policies and Procedures  

 
Finding 2019/20 
We noted that the Shire still does not have policies and procedures for financial management 
and internal controls covering the following areas and functions: 

• recording of revenue, issuing refunds and accounting for assets, including disposals and 
write-offs 

• risk management, including developing a risk register 

• business continuity and disaster recovery, including developing action plans    
 

The corporate business plan for the 2020/21 – 2023/24 included an allocation for the 
development and implementation of a risk management framework and a disaster recovery 
plan addressing business continuity. 
 
Finding 2018/19 
We noted that the Shire does not have policies and procedures for financial management and 
internal controls covering the following areas and functions: 

• recording of revenue, issuing refunds and accounting for assets 

• risk management, including developing a risk register 

• business continuity and disaster recovery, including developing action plans    
 
Rating: Moderate  
 
Implication 
Without approved policies and procedures, staff may be unaware of Council and 
management's expectations regarding how to conduct themselves and perform various 
operational and financial activities, potentially leading to errors, fraud and/or non-compliance.   
 
Recommendation 
Management should ensure policies and procedures are developed covering financial 
management processes and internal controls, including risk management and business 
continuity. These policies and procedures should be approved by Council and periodically 
reviewed.   
 
Management Comment: 
A budget allocation was made in the 2020/21 budget to facilitate the development of a 
business continuity plan.  This project is commencing with a specific focus of IT as that is 
considered the highest risk area and this will then be integrated into a more holistic business 
continuity plan.   
 
Management are planning to put forward a significant accounting policy to Council when it next 
reviews the policy manual in February 2021.  This policy will at a minimum cover the recording 
of revenue, issuing of refunds and dealing with fixed assets.    
 
Responsible Person:  
Deputy Chief Executive Officer 
 
Completion Date:    
February 2021    
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3. Stocktake of non-current assets  

 
 
Finding 2019/20 
Shire has not conducted a stock-take of non-current assets in the current year and has not yet 
developed a stocktake policy and procedure. 
 
Finding 2018/19 
From our review of non-current assets controls and procedures we identified that the Shire has 
not conducted a stocktake of non-current assets in at least the past 3 years. 
Also the Shire does not have a policy for the periodic stocktake of its non-current assets.    
 
Rating: Moderate  
 
Implication 
The absence of a periodic asset stocktake means that discrepancies between the accounting 
and physical records will not be detected and corrected on a timely basis.    
 
Recommendation 
Management should ensure that periodic stocktakes are carried out to confirm the existence 
and working condition of the Shire’s assets. A stocktake policy that outlines the process and 
frequency of conducting asset stocktakes should be developed.   
 
Management Comment: 
The Manager for Works and Services has started developing a policy and procedure for an 
annual stocktake of non-current assets.  It is planned to have this in place to conduct the first 
stocktake in the first quarter of 2021.   
 
 
Responsible Person:  
Manager of Works and Services 
 
Completion Date:  
March 2021 
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4. Follow up of Aged Debtors  

 
 
Finding 2019/20 
From our review of the ageing report for sundry debtors, we noted that:  

• As at 30 June 2020, there was $127,403 worth of debtors above 90 days (30 April 2020: 
$123,139) 

• Approximately $20,384 worth of debt which is individually below $1,000 has been 
outstanding for longer than 90 days.  

• The average days that these debts have been outstanding is 284 days. 
 
Finding 2018/19 
It is our understanding that the Shire only do a monthly follow up of debtors over $1000 and 
outstanding for longer than 90 days. We noted that there is a large portion of sundry debtors 
that would not reach this follow up threshold.  
 
From the 30 April 2019 ageing report for sundry debtors there is $79,326.84 worth of debtors 
above 90 days. We also noted the following: 
· Approximately $15,200 worth of debt which is individually below $1,000 but has been 
outstanding for longer than 90 days.  
· The average days that these debts have been outstanding is 655 days.    
 
Rating: Moderate  
 
Implication 
Without timely follow up of overdue accounts the risk of amounts becoming uncollectible 
increases, which will result in an increase in bad debts and a reduction in revenue.   
 
Recommendation 
Management should review the debt management process and ensure timely follow-up of 
overdue accounts and retain evidence of follow up performed   
 
Management Comment: 
At the November 2020 Council meeting council adopted a policy for the collection of sundry 
debtors.  The policy will guide debt collection activities and ensure timely follow up of overdue 
amounts.  As at 31 October 2020 there are $55,918 worth of debtors above 90 days.  
 
Responsible Person:  
Deputy Chief Executive Officer 
 
Completion Date:  
November 2020 
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5. Asset Disposals  

 
 
Finding 2019/20 
From our review of one asset disposal we noted that there is no documented evidence of 
approval of the asset disposal process. Also there are no documented policies and procedures 
outlining management’s expected processes to follow when disposing of the Shire’s assets.   
 
Finding 2018/19 
From our review of two asset disposals we noted that there is no documented evidence of 
approval of the asset disposal process. Also there are no documented policies and procedures 
outlining management’s expected processes to follow when disposing of the Shire’s assets.   
 
Rating: Moderate  
 
Implication 
In the absence of clearly identified asset disposal processes and approval procedures, there is 
an increased risk of misappropriation of assets.    
 
Recommendation 
Management should ensure that policies and procedures are developed to outline how asset 
disposal processes should be conducted, including the necessary levels of authorisation 
required and that these processes are adequately implemented.   
 
Management Comment 
The Shire have created a register of the exercise of delegations.  This register was 
commenced in May 2020.  This will be the mechanism the Shire uses to record the approval 
for the asset disposal process moving forward.  The adoption of the significant accounting 
policy at the next policy manual review will set out the process for asset disposal.     
   
Responsible Person:  
Deputy Chief Executive Officer 
 
Completion Date:  
February 2020 
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6. Lease Agreements  

 
 
Finding 2019/20 
From our review of 5 lease arrangements between the Shire and third parties, we identified 3 
samples that related to leases which do not have a current signed lease agreement or a signed 
letter of extension. There was a lease database excel workbook set up with lease details 
updated.   
 
Finding 2018/19 
From our review of 11 lease arrangements between the Shire and third parties, we identified 9 
samples that related to leases which do not have a current signed lease agreement or a signed 
letter of extension.    
 
Rating: Moderate  
 
Implication 
Without formal lease agreements, The Shire may encounter difficulties enforcing terms of 
these lease arrangements which may result in financial loss for the Shire.    
 
Recommendation 
Management should ensure that formal lease agreements are in place for all property leases 
and evidence of these lease arrangements is retained.   
 
Management Comment 
In the 2020/21 budget the council allocated extra resources to fund an officer for 12 months to 
work exclusively on updating all leases and ensure that every lease property has a current and 
signed lease agreement.  This position was filled in September and work has commenced 
however is a timely process where new leases are required. 
 
Responsible Person:  
Asset and Property Management Coordinator  
 
Completion Date:  
August 2021 
 


